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ABSTRACT: Big data is a huge amount of structured or unstructured data that cannot be processed, managed and
analyzed by traditional data methods. This data often comes from multiple sources and of different types. With the
emergence of big data, it has become difficult to process data with the algorithms used to process data. Therefore,
new algorithms and technologies have been developed. One of the most important of these technologies is data
deduplication. Data deduplication is a process in which data from different data sources are grouped according to
their similarities in order to reduce repetitive data and prevent inconsistencies. In this way, it aims to save storage
space by storing only one copy of many repeated data. The most commonly used deduplication architectures are
inline deduplication, post-process deduplication and hybrid deduplication. Using these architectures, 90% data
savings can be achieved in deduplication. Thus, data occupies less space in storage units. Today, artificial
intelligence technologies are advancing very rapidly and their application areas are expanding. Therefore, artificial
intelligence will continue to be a very important technology for the industry and our lives in the future. The aim
of this study is to give an idea about the relationship between deduplication technology and artificial intelligence
by examining various deduplication systems and algorithms. In addition, in the light of detailed information about
deduplication, the importance of the contributions of today's deduplication systems to information systems is also
explained.

Keywords: Cloud computing, artificial intelligence, big data, deduplication.

1. INTRODUCTION

Today, with the introduction of big data, technologies have started to evolve and transform. On
the way from desktop computers to a mobile life, our devices have shrunk. In the opposite
direction of this shrinkage, there has been a serious growth in our data. Although we use the
term "big data", what is actually happening is 'unstructured' data. The vast majority of the source
of unstructured data is the internet. This big data has caused the storage areas to fill up over
time and new storage areas are needed. This situation has also led to storage costs. The increase
in storage space and costs has led to the development of new technologies. Technologies such
as Thin Porivisioning, Automated Tiering, Snapshot, Virtual Storage Management, Archiving,
Deduplication, Compression help to close the gaps of storage systems that have difficulty in

170


https://doi.org/10.47933/ijeir.1261330
https://orcid.org/0000-0001-9404-5039
https://orcid.org/0000-0003-3561-9375

Keskin and Isik, International Journal of Engineering and Innovative Research 5:2 (2023) 170-180

catching up with the growth rate of data. Thanks to these technologies, our data does not take
up as much space as before. Deduplication, one of the most important of these technologies,
aims to save storage space by storing a single copy of repeated data on a file or block basis.

Deduplication is also known as single instance storage, intelligent compression, data reduction
or common factorization. Deduplication is a technology that storage device manufacturers rely
on to use storage space more efficiently. Another storage technology is data compression. This
feature is often lumped into a larger category called data reduction. All these systems help
achieve the same goal - data efficiency for increased storage space. With proper deduplication
techniques, businesses can efficiently store more data than their overall storage capacity can
offer. Deduplication will always have a huge positive impact on overall storage utilization and
reduce costs. But it is important to know which type of deduplication method is required to
maximize efficiency in the right way.

Artificial intelligence systems, especially those using machine learning algorithms, require
large amounts of high quality data for training and prediction. By using deduplication, the Al
system is able to process a dataset that is refreshed and free of redundant data. This aims to
provide a cleaner and more accurate dataset for training. The relationship between
deduplication and Al is that deduplication is often used as a pre-processing of data before it is
fed into an Al system to improve the quality of the data and make working with it more
manageable. At the same time, Al models can use deduplication within their tasks to make the
process more efficient.

2. RELATED WORKS

In this section, we discuss deduplication technology and studies that examine big data issues.
Studies in the literature examining deduplication algorithms, data security, deduplication in the
cloud system and artificial intelligence are analyzed. As a result of the analysis, it shows that
data deduplication provides significant savings in storage space, the importance of data security,
artificial intelligence and deduplication are used as a whole. The prominent studies in the
literature review are presented.

In the study by Keles and Nevcihan, the issue of deduplication of rapidly and uncontrollably
increasing data in a hotel database was addressed. Various text similarity algorithms were used
for text similarity. Distance regularization based similarity, token based similarity, sequence
based similarity algorithms and fuzzy string matching algorithms were examined. At the end of
the study, a hybrid model using fuzzy string matching algorithm and Jaro Winkler distance is
proposed. In the comparison on the test dataset, the model achieved 94% accuracy on the easy
dataset and 83% accuracy on the difficult dataset [1].

Pg et al. present an approach to solve the problem of wasted storage space due to the large
amount of data. It develops a new method that uses Convergent and Modified Elliptic Curve
Cryptography algorithms on a cloud environment to create secure deduplication systems. The
performance analysis confirms that the proposed system has 96% security. This result is higher
than other existing methods. The evaluation result reveals that the proposed system is highly
secure and effective for deduplication for an integrated cloud environment [2].

The study by Jiang et al. investigated data privacy and property management issues for

deduplication. In this work, a scheme that resists the poison attack and the recursive forgery
attack of cross-user file-level deduplication is used. For this, a new proof of ownership scheme
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using the Bloom filter is designed. As a result, the security analysis conserved bandwidth for
deduplication. The proof of ownership verification process was used to achieve mutual proof
of ownership verification. It has been shown that the proposed schemes can guarantee security
requirements other than side channel attack [3].

In the study by Yang et al. existing deduplication schemes were used to resist brute force
attacks. It is understood that schemes are designed to ensure efficiency and data availability.
However, it is explained that it is not valid for both conditions. In this study, a three-tier cross-
domain architecture is investigated. A cloud-efficient and privacy-preserving big data
deduplication is envisioned. Decision tree algorithms are utilized. Improved privacy protection,
data availability, and accountability capability are shown to outperform the current state of the
art while resisting brute force attacks [4].

Barik et al. describe that with the rapid expansion of the Internet of Things (IoT), IoT devices
are generating enormous amounts of big data. It is explained that traditional cloud computing
systems are not efficient enough to process large volumes of data simultaneously. In order to
build a big data deduplication scheme, this paper designs a new GeoBD 2 scheme that defines
a geographic deduplication structure. According to the experimental results, it is found that the
proposed scheme has minimum overhead cost compared to the existing big data deduplication
scheme [5].

Vijayalakshmi and Jayalakshmi, in a research paper, discuss the deduplication techniques used
to deduplicate big data generated by connecting many devices to the internet. The main purpose
of this paper is to give a good idea about deduplication techniques by examining sufficient
information and available data [6].

In the study by Manogar and Abirami, it was seen that the increase in data such as text, images,
audio, video, data centers and backup data in recent years has caused many problems in both
storage and retrieval process. For this reason, location-based deduplication, time-based
deduplication, and chunk-based deduplication techniques are examined and it is explained that
it is aimed to determine the best result. Among these techniques, variable dimensional
deduplication within the scope of stack-based deduplication technique was found to give better
results compared to other deduplication techniques. As a result, it was found that variable
dimensional deduplication technique increases storage efficiency and increases the
performance of storage resources by allowing more data to be transferred and processed [7].

Aiming to improve storage efficiency, Leesakul et al. propose a dynamic deduplication scheme
in cloud storage systems that aims to preserve redundancy for fault tolerance. Deduplication
mechanisms in cloud systems imply a static scheme that limits their applicability to the dynamic
nature of the data in this system. Therefore, it emphasizes the need to strike a balance between
changing storage efficiency and fault tolerance requirements. Furthermore, a dynamic
deduplication scheme for cloud storage is proposed to improve performance in cloud storage
systems. The number of copies of files is dynamically changed according to the changing
Quality of Service (QoS) level. Experimental investigations show that the performance of the
proposed system is significantly improved and can cope with the scalability problem [8].

Fan et al. consider an encrypted deduplication mechanism that enables the cloud storage server
to eliminate duplicate ciphertexts and improve privacy protection. A feasible encrypted
deduplication mechanism is proposed where all data is stored in the form of a cipher structure
consisting of a control block, a transformation block, an activation block and a cipher block.
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The cloud storage server can define duplicate cipher structures with control blocks. It is then
mentioned that it can transform duplicate activation blocks. Each data owner of duplicate cipher
structures corresponding to the same plaintext can share the same copy of the cipher blocks. As
a result, the cloud storage server can avoid wasting storage space by storing only one copy of
the duplicate cipher block [9].

In a study by Park et al. on neural networks and deduplication, a new reference search technique,
DeepSketch, was used. In this way, an average of 21% more success was achieved compared
to the delta compression technique [10].

In a study by Tarun et al. on machine learning and deduplication in distributed systems, it was
reported that repeated data entry of stored data poses a major problem for query processing and
data analysis. To minimize this problem, an advanced machine learning based algorithm is
proposed to detect repeated data entries and improve efficiency [11].

3. METHODS

3.1. Cloud computing, Data Storage, Data Security, Multi-Device Access and Cost
Effectiveness

Cloud computing refers to the provision of services over the internet. Depending on a cloud
computing service provider, users can access many different services over the internet for a fee.
These services include software as a service (SAAS), infrastructure as a service (IAAS) and
platform as a service (PAAS). TaaS allows users to create their own virtual machines and
storage. This allows users to install their own operating systems and applications. PaaS provides
a platform for users to develop and deploy their own applications. Thus, users can use the
infrastructure provided by the cloud computing service provider while developing their own
applications. SaaS aims to enable users to use applications over the internet. These applications
are usually accessible through a browser and do not need to be downloaded or installed by users
[12]. Examples include applications such as Google Docs or Microsoft Office 365.

Data storage is the general name given to the process of storing and retaining information. Data
storage systems are physical devices and software used to store users' data. Data storage systems
have features such as keeping data secure, fast access and management. Cloud computing
services also include data storage services. Users can store their data for a certain fee, connected
to cloud computing service providers over the internet [13].

The use of cloud computing services brings some risks in terms of data security. These risks
include the ability to transmit and store data over the internet, the inability to control access to
data, the possibility of damaging data, and the loss of data [4]. Therefore, it is necessary to take
precautions regarding data security when using cloud computing services. Measures that can
be taken for data security include encryption, authentication, authorization, backup and update
[9]. It is also important to investigate the security measures and data protection policies of the
cloud computing service provider and to choose a reliable service provider in this regard [14].

Cloud computing services allow users to access their data from any device over the internet
thanks to data storage systems. In this way, users can access their data from any device with an
internet connection from their home, workplace or even while traveling [15]. This is referred to
as data multi-device access. Data multi-device access aims to make it easier and faster for users
to access their data. Data multi-device access is made possible through the use of cloud
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computing services. Users can benefit from data storage services over the internet for a certain
fee depending on the cloud computing service provider [16]. Thus, users can access their data
from any device over the internet. However, data multi-device access brings some risks in terms
of data security. Therefore, it is necessary to take precautions for data security when using data
multi-device access.

Cloud computing allows a software or service to be used over the internet. Instead of purchasing
their own software and hardware, this method enables organizations to outsource services by
paying a fee for use when needed. With this method, organizations can use software and
hardware without having to invest upfront. The cost-effectiveness of cloud computing is a major
advantage for organizations. For example, if an organization purchases its own software and
hardware, it will only use a portion of that investment and the rest may be idle. However, when
using cloud computing, the organization can use the software and hardware by paying only
when needed. In this way, organizations can benefit from services in a less costly way instead
of making upfront investments. Cloud computing also reduces additional costs for
organizations such as maintenance and updates. Cloud providers maintain and update the
software and hardware themselves and offer these services to organizations for a fee [5]. Thus,
organizations can use resources such as time and money allocated to the maintenance and
updating of their own software and hardware in other areas.

3.2. Artificial Intelligence and Data Analytics

Artificial Intelligence aims for a machine or program to have the ability to think and learn like
a human. Machine learning is the ability of a machine to improve itself using data. It enables
machine learning systems to become more effective and deliver better results throughout the
learning process. This goal involves automating the processes of data collection, learning and
decision making. Data analysis is the process of collecting, organizing and making sense of
data and producing usable information. Data analysis is used to understand data collected from
many different data sources and to generate meaningful information. Data analytics is often
based on technologies such as artificial intelligence and machine learning. There are important
differences between these two concepts [17]. This data can take various forms. However, the
most used data types are tables and graphs. Data analysis is usually done using advanced data
analysis techniques. These techniques include regression, clustering and classification.
Artificial intelligence and data analysis are used in many different industries and play an
important role in these fields. For example, in a healthcare company, data analytics can be used
to predict the spread of diseases and take preventive measures. Likewise, in a retail company,
data analytics can be used to predict customer behavior and take preventive measures.

3.3. Integration of Artificial Intelligence and Cloud Computing

Artificial intelligence and cloud computing are technologies that match each other very well.
They can be used by integrating with each other. If an Al application needs data processing, it
is possible to store and process that data with cloud computing services. It can enable the
application to meet its data processing requirements and continue to operate without the need
for more data processing power as it grows. Furthermore, Al applications often work with large
data sets and require large data centers to store and process this data [18]. Cloud computing is
ideal for meeting these data processing needs. This is because data processing services can be
accessed without the need to own data centers. Cloud computing aims to meet the data
processing needs of Al applications and enable them to continue to operate without the need
for more data processing power as they grow.
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3.4. Big Data and Types

Big data refers to large, complex data sets that are difficult to process with traditional data
management tools and methods. This is because these tools and methods are inadequate due to
factors such as the volume, velocity or variety of data. [19]. These datasets often come from a
variety of sources, including social media, transactional data, and sensors [20]. The data can be
structured or unstructured. The term big data is often used to describe the challenges and
opportunities of working with large datasets, as well as the tools and technologies used to store,
process and analyze them [12].

There are several types of big data, each with its own characteristics and challenges. Some
common types of big data are; Structured data: Data that is organized in tabular form and can
be easily processed. Unstructured data: Data that does not have a specific order. Semi-structured
data: Data that is a combination of structured and unstructured data. Examples include emails
or web pages. Multimedia data: Refers to data in the form of pictures, videos or audio
recordings. Sensor data: Refers to data generated by sensors or devices such as IoT devices,
wearables [5]. Transaction data: Data generated as a result of transactions, such as financial or
retail data.

3.5. Deduplication of Big Data and Deduplication Architectures

Deduplication is the process of identifying and removing duplicate records from a dataset. This
is often an important step in the process of working with big data, as large datasets can contain
a significant number of duplicate records. Deduplication can be useful for a variety of purposes,
including reducing the storage space required for a dataset, improving the accuracy of analytics
and machine learning models, and simplifying the process of analyzing data [21].

Deduplication architectures can be divided into three classes. Inline Deduplication: In this
architecture, data is deduplicated as it is written to the storage system. The system compares
incoming data with existing data in real time and eliminates duplicates before the data is stored.
This approach requires more processing power and can impact system performance. However,
it ensures the most efficient use of storage space. Post-Process Deduplication: In this
architecture, data is stored in its original form and deduplication is performed later in a separate
process. This approach requires fewer resources than inline deduplication but may require more
storage. It can result in longer backup and restore times. Hybrid Deduplication: This
architecture combines inline and post-process deduplication. Inline deduplication is used for
data that is accessed or written frequently, while post-process deduplication is used for data that
is accessed less frequently.

Deduplication works by identifying and removing duplicate records from a dataset. There are
several different approaches to deduplication depending on the characteristics of the data and
the goals of the deduplication process. A common approach to deduplication is record linkage,
which involves identifying records that refer to the same real-world entity, even if the records
do not match exactly. It can be done using various techniques such as matching records based
on common attributes such as name and address, or using more advanced techniques such as
machine learning to identify patterns in the data that indicate that two records refer to the same
entity [22]. Another approach to deduplication is hash-based deduplication, which involves
creating a unique hash value for each record and comparing the hash values to identify
duplicates. It can be an effective way to identify duplicates. However, it is important to ensure
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that the hash function used is sufficient to distinguish all unique records in the dataset. Ordered
list deduplication involves sorting the records in a dataset and then identifying and removing
duplicates based on the sorted order. This method can be an effective way to identify duplicates
and requires sorting the entire dataset. This can be time-consuming for large datasets.
Probabilistic deduplication involves using statistical techniques to identify and remove
duplicates based on the probability that two records refer to the same real-world entity [22],
[23]. As such, it can be an effective way to identify duplicates. However, it may not be as
accurate as other approaches as it relies on statistical estimates rather than exact matches. In
general, the most effective approach to deduplication will depend on the characteristics of the
dataset and the goals of the deduplication process.

3.6. How Data Deduplication Works

If a user stores the same file in multiple locations, deduplication stores only one copy of the file
and all other copies are saved as references to this copy. This means that when backing up or
storing data, much less data is sent and storage space is used more efficiently. Technically,
deduplication eliminates duplicate blocks of data. It stores unique data blocks at the 4KB block
level within a volume and across all volumes in the aggregate. It then relies on unique digital
signatures for all 4 KB data blocks. The deduplication engine examines the newly incoming
blocks, develops a digital signature, and stores it in a hash store of the digital signature when
data is written to the system. After the digital signature is calculated, a search is performed on
the hash store. The block of data that matches the repeated digital signature is examined in the
cache in case it matches a digital signature in the hash store [24]. If a match is detected, a byte-
by-byte comparison between the valid data block and the digital signature is performed as
verification. The receiving block is shared with the matching digital signature without writing
the receiving block to disk during verification. Only the metadata is updated to keep track of
the sharing details. If the transmitting block is not found in the cache, it is pre-cached from disk
and compared byte-by-byte to ensure an exact match. Without actually writing to disk, the
receiving block is marked as a duplicate during verification. Metadata is updated to keep track
of sharing details. Likewise, the background deduplication engine runs. It searches all data
blocks in bulk and removes duplicates by comparing block digital signatures and performing
byte-by-byte comparison to eliminate false positives [25]. This method also ensures that no data
is lost during the deduplication process. Figure 1 visually illustrates how deduplication works.

' Deduplication |

> B5F

Original Data | ~ Deduplicated Data

Figure 1. Example of data deduplication [26]
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4. RESULTS AND DISCUSSION

Today, deduplication is very important. Because it reduces your storage requirements, saves
you money and reduces the amount of bandwidth used to move data to and from remote storage
sites. While deduplication can reduce storage requirements by up to 95% in some cases, it can
be affected by factors such as the type of data you are trying to deduplicate. Even if your storage
requirements are less before deduplication than after deduplication, it can reduce your cost of
data storage and significantly increase your bandwidth availability.

Once the deduplication process is complete, it is possible to use the deduplicated dataset to
build predictive models. The most appropriate type of model will depend on the nature of the
data and the objectives of the analysis. Some common types of predictive models that can be
built from de-duplicated data can be categorized into 4 groups. If we briefly discuss these
models; Regression models: Can be used to predict continuous outcomes based on a set of input
variables. Classification models: Can be used to predict categorical outcomes based on a set of
input variables. Clustering models: These models can be used to identify groups of similar
records in the data. Anomaly detection models: Can be used to identify unusual or unexpected
patterns in data.

Prediction models created by combining artificial intelligence and big data are models that aim
to predict future events or outcomes by analyzing large data sets. These prediction models are
created using artificial intelligence methods and big data technologies. For example, a
prediction model can analyze a large dataset of customer buying behaviors to predict when and
what a customer will buy in the future. These prediction models can be used in a variety of
different fields. Finance: A finance company can use Al and big data to predict the future
payment behavior of customers. Health: A healthcare company can use Al and big data to
predict future health issues. Marketing: A marketing company can use Al and big data to predict
customer buying behavior. Energy: An energy company can use Al and big data to predict
future energy demand. Forecasting models built using AI and big data are often very
comprehensive and powerful and can analyze large data sets collected from a wide range of
different data sources. As a result, these models can often predict future events and outcomes
with very high accuracy.

As can be seen from the comparison in Table 1, a comparison of the performance of machine
learning algorithms based on artificial intelligence is given. The reasons for the different
performances are due to the fact that the data sets used in the study were not used with the
correct machine learning techniques. It is thought that the success rate will increase with the
development of machine learning algorithms and artificial intelligence.
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Table 1. Success comparison table on different studies.
Author Methodology Performance

Keles ve Nevcihan [1] Deduplication by text similarity Medium

Pg ve ark. [2] Deduplication with convergent and modified Medium
elliptic curve cryptography algorithms

Jiang ve ark. [3] Creating a new proof of ownership scheme using Medium

the Bloom filter

Yang ve ark. [4] Deduplication with decision tree algorithm High
Barik ve ark. [5] Unification with GeoBD 2 schema High
Vijayalakshmi ve Deduplication techniques Low

Jayalakshmi [6]

Manogar ve Abirami [7] Stack-based deduplication Medium

Leesakul ve ark. [8] Dynamic deduplication Medium

Fan ve ark. [9] Deduplication of duplicate passwords Medium

Park ve ark. [10] Deduplication with DeepSketch technique High

Tarun ve ark. [11] Deduplication using machine learning algorithms High
5. CONCLUSIONS

Deduplication and artificial intelligence are two increasingly important technologies used in
almost all industries today. Deduplication and Al complement each other in a number of ways,
notably in improving data quality, reducing storage costs and enhancing data analytics.
Deduplication is the process of processing and analyzing large amounts of data and extracting
meaningful information. Artificial intelligence is the ability of computer systems to think and
make decisions in a human-like manner. An Al system continuously scans the dataset and can
detect and automatically eliminate multiple copies of the same data. This is a crucial step in the
deduplication process. In the Al deduplication process, various methods can be proposed that
can be used to process and understand the dataset. An Al system can identify which data is
important in the dataset and by highlighting them, it can optimize the deduplication process. By
transforming the data obtained in the deduplication process into meaningful information, Al
can facilitate the understanding and use of the data. Artificial intelligence can quickly access
large amounts of data using deduplication algorithms. Thus, it can make the process more
efficient and effective. From another perspective, deduplication helps Al models find similar
or identical information in the data sets used during training. This method helps to organize and
clean the data sets. This leads to better results when training Al models. Deduplication is
especially important for very large data sets. Duplication of information can slow down the
training process of Al models and reduce the likelihood of accurate results. Deduplication helps
to eliminate such repetitive information. In this way, the training of AI models can be faster and
more accurate. In addition to improving the accuracy and efficiency of deduplication, Al can
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also improve data analysis by identifying relationships and correlations between data points
that human analysts may not immediately recognize. This can help organizations extract more
value from their data, leading to more informed decision-making and better business outcomes.
As you can see, artificial intelligence and data deduplication feed off each other and are
inseparable. If we use a program to analyze a data set, it must have deduplication and artificial
intelligence in the background. Today, these two are among the constants of data analysis.
Today, as the size of our data increases, we need new storage spaces. It becomes important to
reduce the volume of our data in storage areas. It is possible to achieve this with data
deduplication. This study aims to provide a different perspective to researchers who will study
the importance of deduplication and artificial intelligence against each other. In future studies,
it is aimed to experimentally study how important deduplication is.
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